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E-Mail & Internet: Highlighted Practical Main Points:

[Access, Use and responsibility for protection of electronic message records].

1.
ACCESS:

Staff in all UNICEF offices are granted access to E-mail facilities, where they exist, as a basic working tool. Other categories of non-staff or consultants may be provided access only under the sponsorship of a specific office and access restrictions may be applied.  All users should change the generic start-up password immediately when you first begin using e-mail.  Individuals are responsible for the content of their messages.  The sponsoring office is responsible for notifying the system administrator if access should be terminated 

2.
PURPOSE & USE:

The main purpose of UNICEF e-mail and Intranet or Internet access is for official work-related activities.  Personal messages and Internet casual browsing should be kept to a minimum especially during the peak use hours.  Do not send chain letters, unsolicited offers, advertisements, etc. Appropriate personal messages may be posted to selected E-mail Bulletin boards. Remember to remove out of date messages you have posted.  There is minimal direct cost to the organisation when it is also used for casual personal matters.  However, it may not be used for commercial gain and the individual is solely responsible for the content of any personal messages transmitted.  Time spent on private messages should be reasonable. For example, long or multiple private messages and browsing the Internet for personal enrichment should be strictly limited during the time counted towards the official working hours of the staff member

3.
SIZE and ATTACHMENTS

Keep messages under 200 KB. Limit the use of attachments since they often don’t transmit well across systems or between locations.  Use standard extensions for attachments, so standard viewers can easily read them. Wherever possible transfer attachments to an e-mail text file and send longer messages in separate numbered parts.

4.
MESSAGE REVIEW and TRANSFER

All messages older than three months in a users Inbox should be reviewed and moved to an action folder, the temporary archive on the user’s C drive; or deleted.  Outgoing Message Logs should be moved to the personal hard drive at least every 2 months. Review your active folders on a regular basis and transfer to the hard drive those messages that you need to keep for your records. 

5.
APPRAISAL & LONG TERM ELECTRONIC RECORDS PROTECTION:

The rules, which apply for certain types of paper records, apply just as well for electronic records - especially where there is no paper copy.  Similar to traditional records, staff members are expected to exercise reasonable care in protecting the electronic records and to turn over to their successors any relevant electronic files. Until a centrally controlled and certified backup digital archive is available, regularly back up your local drive and make sure the copies are secure. Consult Financial Circular 025/Revision 1 [CF/FC/O25/R01] and the UNICEF Records Appraisal Grid for the time periods records should be kept.  It is suggested that personal message be placed in a separate folder that the staff member can either delete or take with them should they be transferred or leave the organisation. 
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